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First Revision No. 5111-NFPA 72-2022 [ Global Input ]

[Revise 3.3.24]

3.3.24 Authorized
Personnel.

The property owner, or designated
representative appointed or selected by the
property owner, who
performs certain duties. (SIG-FUN)See 3.3.211,
Personnel.

[Revise 3.3.103]

3.3.103 Emergency
Personnel.

Person(s) who have been trained in emergency
response. (SIG-FUN)See 3.3.211,
Personnel.

[relocate definitions to 3.3.211.1 and
3.3.211.2]

3.3.211 Personnel.

3.3.211.1 Authorized
Personnel.

The property owner, or designated
representative appointed or selected by the
property owner, who
performs certain duties.
(SIG-FUN)

3.3.211.2 Emergency
Personnel.

Person(s) who have been trained in emergency
response. (SIG-FUN)



 

Submitter Information Verification

Committee: SIG-FUN
Submittal Date: Tue Jul 19 09:02:25 EDT 2022

Committee Statement

Committee Statement:  The definitions are moved under the heading for Personnel for consistency.
Response Message: FR-5111-NFPA 72-2022
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First Revision No. 5363-NFPA 72-2022 [ Detail ]

Insert a new definition for
'Cybersecurity-related Only Software' in 3.3.291 Software, as
follows:

3.3.291.4  Cybersecurity-Related Only
Software.

Software that is included in a system element
that is arranged such that its
inclusion or exclusion in no way
affects the executive or site-specific software
execution and whose
purpose is to reduce the vulnerability of the system to
cybersecurity attacks.
(SIG-FUN)

Submitter Information Verification

Committee: SIG-FUN
Submittal Date: Fri Jul 22 12:04:37 EDT 2022

Committee Statement

Committee
Statement:

 The new term is defined to recognize types of software that are used only for
cybersecurity protection.

Response
Message:

FR-5363-NFPA 72-2022

Public Input No. 337-NFPA 72-2022 [New Section after 3.3.288.2]
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First Revision No. 5002-NFPA 72-2022 [ Section No. 1.4.1 ]

1.4.1  

Unless otherwise noted, it is not intended that the The  provisions of this document shall not be
required to be applied to facilities, equipment, structures, or installations that were existing or
approved for construction or installation prior to the effective date of the document.

Submitter Information Verification

Committee: SIG-FUN
Submittal Date: Mon Jul 18 08:41:13 EDT 2022

Committee Statement

Committee
Statement:

 Manual of Style for NFPA Technical Committee Documents, July 2004 Edition section
2.3.1.1 requires chapter 1 to be written in mandatory language.

Response
Message:

FR-5002-NFPA 72-2022

Public Input No. 69-NFPA 72-2022 [Section No. 1.4.1]
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First Revision No. 5003-NFPA 72-2022 [ Section No. 1.6 ]

1.6  Units and Formulas.

1.6.1  

The units of measure in this Code are shall be  presented in U.S. Customary Units (inch-pound
units).

1.6.2  

Where presented, the International System (SI) of Units (SI) shall follow the inch-pound units
in parentheses.

1.6.3  

Where both systems of units are presented, either system shall be acceptable for satisfying
the requirements in this Code.

1.6.4  

Where both systems of units are presented, users of this Code shall apply one set of units
consistently and shall not alternate between units. comply with both of the following:

(1) Shall utilize only one set of units consistently

(2) Shall not alternate between units

1.6.5*  
The values presented for measurements in this Code are shall be  expressed with a degree of
precision appropriate for practical application and enforcement. It is not intended that the
application or enforcement of these values be more precise than the precision expressed.

A.1.6.5  

Where dimensions are expressed in inches, it is intended that the precision of the
measurement be 1 in., thus plus or minus 1⁄2 in. The conversion and presentation of
dimensions in millimeters would then have a precision of 25 mm, thus plus or minus 13 mm.
It is not intended that the application or enforcement of these values be more precise than
the precision expressed.

1.6.6  

Where extracted text contains values expressed in only one system of units, the values in the
extracted text have been shall be  retained without conversion to preserve the values
established by the responsible technical committee in the source document.

Submitter Information Verification

Committee: SIG-FUN
Submittal Date: Mon Jul 18 08:46:00 EDT 2022

Committee Statement

Committee
Statement:

 Manual of Style for NFPA Technical Committee Documents, July 2004 Edition section
2.3.1.1 requires chapter 1 to be written in mandatory language.

Response FR-5003-NFPA 72-2022
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Message:

Public Input No. 73-NFPA 72-2022 [Section No. 1.6.5]

Public Input No. 71-NFPA 72-2022 [Section No. 1.6.2]

Public Input No. 70-NFPA 72-2022 [Section No. 1.6.1]

Public Input No. 72-NFPA 72-2022 [Section No. 1.6.4]

Public Input No. 75-NFPA 72-2022 [Section No. 1.6.6]

Public Input No. 74-NFPA 72-2022 [Section No. A.1.6.5]
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First Revision No. 5205-NFPA 72-2022 [ Chapter 2 ]

Chapter 2  Referenced Publications

2.1  General.

The documents or portions thereof listed in this chapter are referenced within this Code and
shall be considered part of the requirements of this document.

2.2  NFPA Publications.

National Fire Protection Association, 1 Batterymarch Park, Quincy, MA 02169-7471.

NFPA 10, Standard for Portable Fire Extinguishers, 2022 edition.

NFPA 13, Standard for the Installation of Sprinkler Systems, 2022 2025  edition.

NFPA 25, Standard for the Inspection, Testing, and Maintenance of Water-Based Fire
Protection Systems, 2020 2023  edition.

NFPA 37, Standard for the Installation and Use of Stationary Combustion Engines and Gas
Turbines, 2021 2024  edition.

NFPA 70®, National Electrical Code®, 2020 2023  edition.

NFPA 75, Standard for the Fire Protection of Information Technology Equipment, 2020 2024
edition.

NFPA 90A, Standard for the Installation of Air-Conditioning and Ventilating Systems,
2021 2024  edition.

NFPA 101®, Life Safety Code®, 2021 2024  edition.

NFPA 110, Standard for Emergency and Standby Power Systems, 2022 2025  edition.

NFPA 111, Standard on Stored Electrical Energy Emergency and Standby Power Systems,
2022 2025  edition.

NFPA 170, Standard for Fire Safety and Emergency Symbols, 2021 2024  edition.

NFPA 601, Standard for Security Services in Fire Loss Prevention, 2020 edition.

NFPA 855, Standard for the Installation of Stationary Energy Storage Systems, 2020 2023
edition.

NFPA 1031, Standard for Professional Qualifications for Fire Inspector and Plan Examiner,
2014 edition.

NFPA 1221,  Standard for the Installation, Maintenance, and Use of Emergency Services
Communications Systems, 2019  edition.

NFPA 1225,  Standard for Emergency Services Communications, 2022  edition.

NFPA 1600®, Standard on Continuity, Emergency, and Crisis Management, 2019 edition.

NFPA 1620, Standard for Pre-Incident Planning, 2020 edition.

2.3  Other Publications.
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2.3.1  ASA Publications.

Acoustical Society of America, 35 Pinelawn Road, Suite 114 E 1305 Walt Whitman Road,
Suite 110 , Melville, NY 11747-3177 4300 .

ANSI/ASA S1.4/Part 1, Electroacoustics — Sound Level Meters — Part 1: Specifications,
2014.

ANSI/ASA S3.41, Audible Emergency Evacuation (E2) and Evacuation Signals with
Relocation Instructions (ESRI), 2015.

2.3.2  ASCE Publications.

American Society of Civil Engineers, 1801 Alexander Bell Drive, Reston, VA 20191.

ASCE/SEI 7, Minimum Design Loads and Associated Criteria for Buildings and Other
Structures, 2016 2022 .

2.3.3  ASME Publications.

American Society of Mechanical Engineers, Two Park Avenue, New York, NY 10016-5990.

ASME A17.1/CSA B44, Safety Code for Elevators and Escalators, 2019.

2.3.4  ICC Publications.

International Code Council, 500 New Jersey Avenue, NW, 6th Floor, Washington, DC 20001.

ICC/ANSI A117.1, Accessible and Usable Buildings and Facilities, 2017.

2.3.5  IEEE Publications.

IEEE Operations Center , 3 Park Avenue, 17th Floor, New York, NY 10016-5997 445 Hoes
Lane, Piscataway, NJ 08854-4141 .

IEEE 450, Recommended Practice for Maintenance, Testing, and Replacement of Vented
Lead-Acid Batteries for Stationary Applications, 2010 2020 .

IEEE 1106, Recommended Practice for Installation, Maintenance, Testing, and Replacement
of Vented Nickel-Cadmium Batteries for Stationary Applications, 2015.

ANSI/IEEE C2, National Electrical Safety Code, 2017.

2.3.6   ISA Publications.

International Society of Automation, 3252 S. Miami Boulevard, #102, Durham, NC 27703.

ANSI/ISA/IEC-62443-2-3, Security for Industrial Automation and Control Systems, Part 2-3:
Patch Management in the IACS Environment , 2015.

ANSI/ISA/IEC-62443-3-3, Security for Industrial Automation and Control Systems, Part 3-3:
System Security Requirements and Security Levels , 2013.

ANSI/ISA/IEC-62443-4-2, Security for Industrial Automation and Control Systems, Part 4-2:
Technical Security Requirements for IACS Components , 2019.

2.3.7  ISO Publications.

International Organization for Standardization, ISO Central Secretariat, BIBC II, Chemin de
Blandonnet 8, CP 401, 1214 Vernier, Geneva, Switzerland.

ISO 7731, Ergonomics — Danger signals for public and work areas — Auditory danger
signals, 2003 (reconfirmed 2015).

ISO/IEC 27001, Information Security Management, 2013.

2.3.8   NIST Publications.

National Institute of Standards and Technology, 100 Bureau Drive, Stop 1070, Gaithersburg,
MD 20899-1070.

NIST Framework for Improving Critical Infrastructure Cybersecurity Version 1.1, 2018.
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2.3.9  Telcordia Publications.

Telcordia Technologies, One Telcordia Drive, Piscataway, NJ 08854.

GR-506-CORE, LATA Switching Systems Generic Requirements: Signaling for Analog
Interface, 2011.

GR-909-CORE, Generic Criteria for Fiber in the Loop Systems Generic Requirements , 2004.

2.3.10  TIA Publications.

Telecommunications Industry Association, 1320 1310  North Courthouse Road, Suite 200 890 ,
Arlington, VA 22201.

ANSI/TIA-568.‍3, Optical Fiber Cabling and Components Standard, 2016.

2.3.11  UL Publications.

Underwriters Laboratories Inc., 333 Pfingsten Road, Northbrook, IL 60062-2096.

UL 38, Manual Signaling Boxes for Fire Alarm Systems, 2008, revised 2018.

UL 217, Smoke Alarms, 8th edition, 2015 2020 , revised 2016 2022 .

UL 268, Smoke Detectors for Fire Alarm Systems, 7th edition, 2016, revised 2021 .

UL 521, Heat Detectors for Fire Protective Signaling Systems, 1999, revised 2017 2021 .

UL 827, Central-Station Alarm Services, 2014, revised 2019 2021 .

UL 864, Control Units and Accessories for Fire Alarm Systems, 2014, revised 2018 2020 .

UL 985, Household Fire Warning System Units, 2015, revised 2018.

UL 1484, Residential Gas Detectors, 2016, revised 2017 2022 .

UL 1638, Visible Signaling Devices for Fire Alarm and Signaling Systems, Including
Accessories, 2016 2017 .

UL 1730, Smoke Detector Monitors and Accessories for Individual Living Units of Multifamily
Residences and Hotel/Motel Rooms, 2006, revised 2017.

UL 1971, Signaling Devices for the Hearing Impaired, 2002, revised 2018.

UL 1981, Central Station Automation Systems, 2014, revised 2015 2019 .

UL 2017, General-Purpose Signaling Devices and Systems, 2008, revised 2018.

UL 2034, Single and Multiple Station Carbon Monoxide Alarms, 2017, revised 2018.

UL 2075, Gas and Vapor Detectors and Sensors, 2013, revised 2017 2021 .

UL 2525, Two-way Emergency Communications Systems for Rescue Assistance, 2020.

UL 2572, Mass Notification Systems, 2016, revised 2018.

CAN/UL 2900-2-3, Software Cybersecurity for Network-Connectable Products Part 2-3:
Particular Requirements for Security and Life Signaling Systems , 2020.

UL 60950–1, Information Technology Equipment — Safety — Part 1: General Requirements,
2007, revised 2019.

UL 62368-1, Audio/Video, Information and Communication Technology Equipment — Part 1:
Safety Requirements, 2019, revised 2021 .

2.3.12  Other Publications.

Merriam-Webster’s Collegiate Dictionary, 11th edition, Merriam-Webster, Inc., Springfield, MA,
2003 2020 .
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2.4  References for Extracts in Mandatory Sections.

NFPA 13, Standard for the Installation of Sprinkler Systems, 2022 2025  edition.

NFPA 70®, National Electrical Code®, 2020 2023  edition.

NFPA 101®, Life Safety Code®, 2021 2024  edition.

NFPA 654, Standard for the Prevention of Fire and Dust Explosions from the Manufacturing,
Processing, and Handling of Combustible Particulate Solids, 2020 edition.

NFPA 1221,  Standard for the Installation, Maintenance, and Use of Emergency Services
Communications Systems, 2019  edition.

NFPA 1225,  Standard for Emergency Services Communications, 2022  edition.

NFPA 5000®, Building Construction and Safety Code®, 2021 2024  edition.

Supplemental Information

File Name Description Approved
72_FR5205_Chapter_2.docx For staff use. 

Submitter Information Verification

Committee: SIG-FUN
Submittal Date: Tue Jul 19 15:58:32 EDT 2022

Committee Statement

Committee Statement:  The references are updated in accordance with the Manual of Style.
Response Message: FR-5205-NFPA 72-2022

Public Input No. 552-NFPA 72-2022 [Section No. 2.4]

Public Input No. 550-NFPA 72-2022 [Section No. 2.2]

Public Input No. 455-NFPA 72-2022 [Section No. 2.2]

Public Input No. 551-NFPA 72-2022 [Section No. 2.3.3]

Public Input No. 559-NFPA 72-2022 [Section No. 2.3.9]

Public Input No. 333-NFPA 72-2022 [Section No. 2.2]

Public Input No. 493-NFPA 72-2022 [Global Input]

Public Input No. 55-NFPA 72-2022 [Global Input]
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First Revision No. 5211-NFPA 72-2022 [ Section No. 3.3.2 ]

3.3.2   Accessible (as applied to wiring methods).

Capable of being removed or exposed without damaging the building structure or finish or not
permanently closed in by the structure, other electrical equipment, other building systems,  or
finish of the building. [70: 100 70,  2023 ] (SIG-FUN)

Submitter Information Verification

Committee: SIG-FUN
Submittal Date: Tue Jul 19 16:10:24 EDT 2022

Committee Statement

Committee Statement:  The extract is updated in accordance with the 2023 edition of the NEC.
Response Message: FR-5211-NFPA 72-2022

First Revision No. 5199-NFPA 72-2022 [ New Section after 3.3.185 ]

3.3.188   Network Connectable Equipment.

System components that connect to the internet or external systems through wired or
wireless pathways using various protocols.

Submitter Information Verification

Committee: SIG-FUN
Submittal Date: Tue Jul 19 15:20:51 EDT 2022

Committee Statement

Committee
Statement:

 The term “Network Connectable Equipment” is now used as part of the cybersecurity
changes and the definition is added to help the reader understand how the new term is
being used.

Response
Message:

FR-5199-NFPA 72-2022

Public Input No. 334-NFPA 72-2022 [New Section after 3.3.65.2]

Public Input No. 494-NFPA 72-2022 [Section No. 3.3.66]
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First Revision No. 5007-NFPA 72-2022 [ Section No. 7.4.3 ]

7.4.3  

Shop drawings for fire alarm or emergency communications systems shall provide basic
information and shall provide the basis for the record (as-built) drawings required in
accordance with 7.5.2. both of the following:

(1) Basic information

(2) The  basis for the record (as-built) drawings required in accordance with 7.5.2 7.5.5

Submitter Information Verification

Committee: SIG-FUN
Submittal Date: Mon Jul 18 09:53:46 EDT 2022

Committee Statement

Committee
Statement:

 The Manual of Style for NFPA Technical Committee Documents, July 2004 Edition section
1.8.3 requires sections containing multiple requirements subdivided into subsections,
which shall be further subdivided into paragraphs of text. 



Also, the 2022 edition has the section for Record Drawings (As-Builts) in section 7.5.5, not
7.5.2. Changed the section of reference to be most relevant.




Response
Message:

FR-5007-NFPA 72-2022

Public Input No. 76-NFPA 72-2022 [Section No. 7.4.3]
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First Revision No. 5009-NFPA 72-2022 [ Section No. 7.4.7 ]

7.4.7  Control Unit Diagrams.

Control unit diagrams shall be provided for all control equipment (i.e., equipment listed as
either a control unit or control unit accessory), power supplies, battery chargers, and
annunciators and shall include the following information:

Identification of the control equipment depicted

Location(s) of control equipment

All field wiring terminals and terminal identifications

All circuits connected to field wiring terminals and circuit identifications

All indicators and manual controls

Field connections to supervising station signaling equipment, releasing equipment, or
emergency safety control interfaces, where provided

7.4.7.1  

Control unit diagrams shall be provided for all control equipment (i.e., equipment listed as
either a control unit or control unit accessory), power supplies, battery chargers, and
annunciators.

7.4.7.2  

Control unit diagrams  shall include the following information:

(1) Identification of the control equipment depicted

(2) Location(s) of control equipment

(3) All field wiring terminals and terminal identifications

(4) All circuits connected to field wiring terminals and circuit identifications

(5) All indicators and manual controls

(6) Field connections to supervising station signaling equipment, releasing equipment, or
emergency safety control interfaces, where provided

Supplemental Information

File Name Description Approved
FR_5009.docx For Staff Use 

Submitter Information Verification

Committee: SIG-FUN
Submittal Date: Mon Jul 18 10:02:11 EDT 2022

Committee Statement

Committee
Statement:

 The Manual of Style for NFPA Technical Committee Documents, July 2004 Edition section
1.8.3 requires sections containing multiple requirements subdivided into subsections,
which shall be further subdivided into paragraphs of text.

Response
Message:

FR-5009-NFPA 72-2022
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Public Input No. 144-NFPA 72-2022 [Section No. 7.4.7]

Public Input No. 146-NFPA 72-2022 [New Section after 7.4.7]

Public Input No. 145-NFPA 72-2022 [New Section after 7.4.7]
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First Revision No. 5014-NFPA 72-2022 [ Section No. 7.5.4 ]

7.5.4  

For new emergency communications systems, an owner’s manual shall be provided and shall
contain containing  the following documentation shall be provided :

(1) Detailed narrative description of the system inputs, evacuation signaling, ancillary
functions, annunciation, intended sequence of operations, expansion capability,
application considerations, and limitations

(2) Written sequence of operation for the system including an operational input/output matrix

(3) Operator instructions for basic system operations, including alarm acknowledgment,
system reset, interpretation of system output (LEDs, CRT display, and printout), operation
of manual evacuation signaling and ancillary function controls, and change of printer
paper

(4) Detailed description of routine maintenance and testing as required and recommended
and as would be provided under a maintenance contract, including testing and
maintenance instructions for each type of device installed, which includes the following:

(a) Listing of the individual system components that require periodic testing and
maintenance

(b) Step-by-step instructions detailing the requisite testing and maintenance procedures,
and the intervals at which those procedures shall are to  be performed, for each type
of device installed

(c) Schedule that correlates the testing and maintenance procedures that are required
by this section

(5) Service directory, including a list of names and telephone numbers of those who provide
service for the system

(6) Product data sheets for all system equipment

Supplemental Information

File Name Description Approved
72_FR5014_7.5.4.docx For staff use 

Submitter Information Verification

Committee: SIG-FUN
Submittal Date: Mon Jul 18 10:31:54 EDT 2022

Committee Statement

Committee
Statement:

 The Manual of Style for NFPA Technical Committee Documents, July 2004 Edition section
1.8.3 requires sections containing multiple requirements subdivided into subsections,
which shall be further subdivided into paragraphs of text.

Response
Message:

FR-5014-NFPA 72-2022

Public Input No. 78-NFPA 72-2022 [Section No. 7.5.4]
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First Revision No. 5017-NFPA 72-2022 [ Section No. 7.5.6.2 ]

7.5.6.2*  Record of Completion Documentation.

The record of completion documentation shall be completed by the installing contractor and
submitted to the authority having jurisdiction and the owner at the conclusion of the job. The
record of completion documentation shall be permitted to be part of the written statement
required in 7.5.2 and part of the documents that support the requirements of 7.5.8. When
more than one contractor has been responsible for the installation, each contractor shall
complete the portions of the documentation for which that contractor has responsibility.

7.5.6.2.1  

The record of completion documentation shall be completed by the installing contractor and
submitted to the authority having jurisdiction and the owner at the conclusion of the job.

7.5.6.2.2  

The record of completion documentation shall be permitted to be part of the written statement
required in 7.5.2 and part of the documents that support the requirements of 7.5.8.

7.5.6.2.3  

When more than one contractor has been responsible for the installation, each contractor shall
complete the portions of the documentation for which that contractor has responsibility.

Submitter Information Verification

Committee: SIG-FUN
Submittal Date: Mon Jul 18 10:41:31 EDT 2022

Committee Statement

Committee
Statement:

 Manual of Style for NFPA Technical Committee Documents, July 2004 Edition section
1.8.3 requires sections containing multiple requirements subdivided into subsections,
which shall be further subdivided into paragraphs of text.

Response
Message:

FR-5017-NFPA 72-2022

Public Input No. 79-NFPA 72-2022 [Section No. 7.5.6.2]
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First Revision No. 5020-NFPA 72-2022 [ Section No. 7.5.6.6 ]

7.5.6.6  Revisions.

7.5.6.6.1  

All modifications made after the initial installation shall be recorded on a revised version of the
original completion documents, which shall serve as a supplement to the original, unaltered
completion documents .

7.5.6.6.2  

The  revised version of the original documents  shall serve as a supplement to the original,
unaltered completion documents.

7.5.6.6.3  

The revised record of completion document shall include a revision date.

7.5.6.6.4*  
Where the original or the latest overall system record of completion cannot be obtained, a new
system record of completion shall be provided that documents the system configuration as
discovered during the current project’s scope of work.

Submitter Information Verification

Committee: SIG-FUN
Submittal Date: Mon Jul 18 10:45:09 EDT 2022

Committee Statement

Committee
Statement:

 Manual of Style for NFPA Technical Committee Documents, July 2004 Edition section
1.8.3 requires sections containing multiple requirements subdivided into subsections,
which shall be further subdivided into paragraphs of text.

Response
Message:

FR-5020-NFPA 72-2022

Public Input No. 83-NFPA 72-2022 [Section No. 7.5.6.6.2]

Public Input No. 82-NFPA 72-2022 [Section No. 7.5.6.6.1]

Public Input No. 84-NFPA 72-2022 [Section No. 7.5.6.6.3]

Public Input No. 85-NFPA 72-2022 [Section No. A.7.5.6.6.3]
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First Revision No. 5022-NFPA 72-2022 [ Section No. 7.5.6.7.2 ]

7.5.6.7.2  

If filed electronically, the record of completion document shall be comply with accessible with
standard software and shall be backed up. both of the following:

(1) Be accessible with standard software

(2) Be backed up

Submitter Information Verification

Committee: SIG-FUN
Submittal Date: Mon Jul 18 10:49:34 EDT 2022

Committee Statement

Committee
Statement:

 Manual of Style for NFPA Technical Committee Documents, July 2004 Edition section
1.8.3 requires sections containing multiple requirements subdivided into subsections,
which shall be further subdivided into paragraphs of text.

Response
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FR-5022-NFPA 72-2022

Public Input No. 86-NFPA 72-2022 [Section No. 7.5.6.7.2]
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First Revision No. 5027-NFPA 72-2022 [ Section No. 7.5.8.3 ]

7.5.8.3  

Verification shall ensure that the following :

(1) All components and functions are installed and operate per the approved plans and
sequence of operation.

(2) All required system documentation is complete and is archived on site.

For new supervising station systems, the verification shall also ascertain proper
arrangement, transmission, and receipt of all signals required to be transmitted off-
premises and shall meet the requirements of 14.4.1  and 14.4.2 .

For existing supervising station systems that are extended, modified, or reconfigured, the
verification shall be required for the new work only, and reacceptance testing in
accordance with Chapter  14  shall be acceptable.

(3) Written confirmation has been provided that any required corrective actions have been
completed.

7.5.8.4   

Verification for new supervising station systems shall comply with both of the following:

(1) Ascertain proper arrangement, transmission, and receipt of all signals required to be
transmitted off-premises

(2) Installation to meet requirements of 14.4.1  and 14.4.2

7.5.8.5   

Verification for existing supervising station systems that are extended, modified, or
reconfigured shall comply with both of the following:

(1) Ascertain proper arrangement, transmission, and receipt of all signals required to be
transmitted off-premises

(2) Complete reacceptance testing in accordance with Chapter 14

Supplemental Information

File Name Description Approved
Chapter_7_7_5_8_3_FR_5027.docx Staff Use 

Submitter Information Verification

Committee: SIG-FUN
Submittal Date: Mon Jul 18 11:27:08 EDT 2022

Committee Statement

Committee
Statement:

 Manual of Style for NFPA Technical Committee Documents, July 2004 Edition section
1.8.3 requires sections containing multiple requirements subdivided into subsections,
which shall be further subdivided into paragraphs of text

Response
Message:

FR-5027-NFPA 72-2022



10/12/22, 11:16 AM National Fire Protection Association Report

https://submittals.nfpa.org/TerraViewWeb/ViewerPage.jsp?id=72-2022.ditamap&toc=false&draft=true 19/65
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First Revision No. 5033-NFPA 72-2022 [ Section No. 7.7.1.2 ]

7.7.1.2*  
The records shall be available for examination and, if required, reported to the authority having
jurisdiction. Archiving of records by any means shall be permitted if hard copies of the records
can be provided promptly when requested.

7.7.1.3  

Archiving of records by any means shall be permitted if hard copies of the records can be
provided promptly when requested.
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First Revision No. 5035-NFPA 72-2022 [ Section No. 7.7.2.3 ]

7.7.2.3*  
All record documentation shall be stored in the documentation cabinet. No record
documentation shall be stored in the control unit. comply with the following:

(1) Stored in the documentation cabinet

(2) No record documentation shall be Not  stored in the control unit
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First Revision No. 5051-NFPA 72-2022 [ Section No. 10.4.4 ]

10.4.4*  
Unless otherwise permitted by the authority having jurisdiction, control unit displays, visible
indicators, or controls shall be mounted such that the distance to the highest switch, lamp, or
textual display does not exceed 6 ft (1.8 m) above the finished floor, and the lowest switch,
lamp, or textual display shall not be less than 15 in. (375 mm) above the finished floor. to
comply with both of the following:

(1) The  distance to the highest switch, lamp, or textual display does not exceed 6 ft (1.8 m)
above the finished floor.

(2) The distance to  the lowest switch, lamp, or textual display shall is  not be less than within
15 in. (375 mm) above of  the finished floor.
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First Revision No. 5057-NFPA 72-2022 [ Section No. 10.5.1.3 ]

10.5.1.3  

Personnel shall provide documentation of their qualification by one or more of the following:

(1) Registration, licensing, or certification by a state or local authority

(2) Certification by an organization acceptable to the authority having jurisdiction

(3) Manufacturer's certification for the specific type and brand of system provided Certification
by the manufacturer(s) of the specific equipment used in the system
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First Revision No. 5067-NFPA 72-2022 [ Section No. 10.5.2.1 ]

10.5.2.1  

Installation personnel shall be qualified or shall be supervised by persons who are qualified in
the installation, inspection, and testing of the systems. at least one of the following:

(1) Qualified in the installation, inspection, and testing of the systems

(2) Supervised  by persons who are qualified in the installation, inspection, and testing of the
systems.
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First Revision No. 5072-NFPA 72-2022 [ Section No. 10.5.2.3 ]

10.5.2.3  

Personnel shall provide documentation of their qualification by one or more of the following:

(1) Registration, licensing, or certification by a state or local authority

(2) Certification by an organization acceptable to the authority having jurisdiction

(3) Manufacturer's certification for the specific type and brand of system provided Certification
by the manufacturer(s) of the specific equipment used in the system
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First Revision No. 5080-NFPA 72-2022 [ Section No. 10.6.3.1 ]

10.6.3.1*  
Power shall be supplied in accordance with either 10.6.3.2 or , 10.6.4, or 23.16.2 .

10.6.3.2  

Unless configured in compliance with 10.6.4 or 23.16.2 , at least two independent and reliable
power supplies shall be provided, one primary and one secondary.
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First Revision No. 5085-NFPA 72-2022 [ Section No. 10.6.7.2.17 ]

10.6.7.2.17  

Where carbon monoxide detection is monitored by a supervising station, the secondary power
supply shall have sufficient capacity to operate the carbon monoxide detection system under
quiescent load (system operating in a nonalarm condition) for a minimum of 24 hours and, at
the end of that period, shall be capable of operating the carbon monoxide detection system
and all notification appliances for 5 minutes. both of the following shall apply:

(1) The  secondary power supply shall have sufficient capacity to operate the carbon
monoxide detection system under quiescent load (system operating in a nonalarm
condition) for a minimum of 24 hours.

(2) At  the end of that the 24-hour  period, the secondary power supply shall be capable of
operating the carbon monoxide detection system and all notification appliances for
5 minutes.
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First Revision No. 5094-NFPA 72-2022 [ Section No. 10.6.9.1.6 ]

10.6.9.1.6  

Monitoring shall not be required for the output of an engine-driven generator that is part of the
secondary power supply, provided the generator is tested weekly in accordance with
Chapter 14.
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10.6.10.1.3*  
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First Revision No. 5256-NFPA 72-2022 [ Section No. 10.6.11.7 ]

10.6.11.7  Battery and Charger.

10.6.11.7.1  

A separate storage battery and separate automatic charger shall be provided for starting the
engine-driven generator and shall not be used for any other purpose .

10.6.11.7.2  

The separate storage battery automatic charger shall not be used for any other purpose.

10.6.11.7.3  

The battery shall be sized in accordance with 5.6.4 of NFPA 110.
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First Revision No. 5098-NFPA 72-2022 [ Section No. 10.10.4 ]

10.10.4*  Audible Characteristics.

An audible notification appliance on a control unit, on multiple control units that are
interconnected to form a system, or at a remote location, shall be permitted to have the same
audible characteristics for all alerting functions including, but not limited to, alarm, trouble,
and supervisory, provided that the distinction between signals shall be by other means.

10.10.4.1  

An audible notification appliance on a control unit, on multiple control units that are
interconnected to form a system, or at a remote location, shall be permitted to have the same
audible characteristics for all alerting functions.

10.10.4.2  

The audible notification appliance described in 10.10.4.1  is  not limited to,  alarm, trouble, and
supervisory, alerting, provided that the distinction between signals shall be by other means.
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First Revision No. 5099-NFPA 72-2022 [ Section No. 10.10.5 ]

10.10.5*  Supervisory Signals.

Supervisory signals shall be distinctive in sound from other signals, and their sound shall not
be used for any other purpose except as permitted in 10.10.4.

10.10.5.1  

Supervisory signals shall be distinctive in sound from other signals.

10.10.5.2  

The distinctive supervisory signal  shall not be used for any other purpose except as permitted
in 10.10.4.

Supplemental Information

File Name Description Approved
72_FR5099_10.10.5.docx for staff use 

Submitter Information Verification

Committee: SIG-FUN
Submittal Date: Tue Jul 19 08:45:20 EDT 2022

Committee Statement

Committee
Statement:

 The Manual of Style for NFPA Technical Committee Documents, July 2004 Edition section
1.8.3 requires sections containing multiple requirements subdivided into subsections,
which shall be further subdivided into paragraphs of text.

Response
Message:

FR-5099-NFPA 72-2022

Public Input No. 121-NFPA 72-2022 [Section No. 10.10.5]

Public Input No. 123-NFPA 72-2022 [New Section after 10.10.5]

Public Input No. 122-NFPA 72-2022 [New Section after 10.10.5]



10/12/22, 11:16 AM National Fire Protection Association Report

https://submittals.nfpa.org/TerraViewWeb/ViewerPage.jsp?id=72-2022.ditamap&toc=false&draft=true 31/65

First Revision No. 5101-NFPA 72-2022 [ Section No. 10.10.6 ]

10.10.6  Trouble Signals.

Trouble signals required to indicate at the protected premises shall be indicated by distinctive
audible signals, which shall be distinctive from alarm signals except as permitted in 10.10.4.

10.10.6.1  

Trouble signals required to indicate at the protected premises shall be indicated by distinctive
audible signals.

10.10.6.2  

Trouble signals described in 10.10.6.1  shall be distinctive from alarm signals except as
permitted in 10.10.4.

10.10.6.3   

The audible trouble signals described in 10.10.6.1  shall be permitted to be used for other
purposes as permitted by 10.10.4 .
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First Revision No. 5104-NFPA 72-2022 [ Section No. 10.10.7 ]

10.10.7  Alarm Evacuation Signals.

Alarm evacuation signals shall be distinctive in sound from other signals, shall comply with
the requirements of 18.4.2, and their sound shall not be used for any other purpose.

10.10.7.1  

Alarm evacuation signals shall be distinctive in sound from other signals.

10.10.7.2  

Alarm evacuation signals  shall comply with the requirements of 18.4.2.

10.10.7.3  

Alarm evacuation signals described in 10.10.7.1  and 10.10.7.2  shall not be used for any
other purpose.
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First Revision No. 5107-NFPA 72-2022 [ Section No. 10.10.8 ]

10.10.8  Pre-Alarm Signals.

Pre-alarm signals shall be distinctive in sound from other signals, and their sound shall not
be used for any other purpose except as permitted in 10.10.4.

10.10.8.1  

Pre-alarm signals shall be distinctive in sound from other signals.

10.10.8.2  

Pre-alarm signals described in 10.10.8.1  shall not be used for any other purpose except as
permitted in 10.10.4.
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First Revision No. 5140-NFPA 72-2022 [ Section No. 10.21.1 ]

10.21.1  

The system owner or the owner’s designated representative shall be notified when a system
or part thereof is impaired. Impairments to systems shall include out-of-service events.

10.21.2  

Impairments to systems shall include out-of-service events.
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First Revision No. 5188-NFPA 72-2022 [ Chapter 11 ]

Chapter 11  Cybersecurity

11.1  Cybersecurity Provisions .

11.1.1*  
Where required by governing laws, codes, or standards, or other parts of this Code,
cybersecurity shall be provided in accordance with Chapter 11 for equipment,  software,
firmware, system support  tools, installation methods, physical security of and access to
equipment, data pathways, testing, and maintenance.

11.1.2*   

No minimum cybersecurity level shall be required for systems that meet both of the following
conditions:

(1) No network connectable equipment

(2) No uploadable software configuration

A.11.1.2   

An example of a system that requires no cybersecurity is a dip-switch configurable control
unit with no network connection.

11.2   Network Connectable Equipment Software Development and Production Environments.

Development and production environments used to develop and manufacture network
connectable equipment shall employ cybersecurity safeguards that are consistent with one
or more of the following standards:

(1) NIST Cybersecurity Framework

(2) ISO/IEC 27001 Information Security Management

(3) IASME Consortium Cyber Essentials

(4) Other equivalent standards acceptable to a Nationally Recognized Testing Laboratory

11.3*   Security Levels for Network Connectable Equipment.

All interfaces used to communicate with network connectable equipment shall be protected
using the following minimum security levels:

(1) For non-internet-facing wired interfaces that do not employ internet protocol,
ANSI/ISA/IEC 62443-4-2/3-3 Security Level 1 or UL 2900 Security Level 1 or the
equivalent level associated with 11.2(4)

(2) For all cellular, Bluetooth, wireless interfaces, and other accessible interfaces that do
not employ internet protocol, IEC 62443-4-2/3-3 Security Level 2 or UL 2900 Security
Level 2 or the equivalent level associated with 11.2(4)

(3) For all non-internet-facing wired interfaces and those non-internet- facing wireless
interfaces that employ internet protocol, ANSI/ISA/IEC 62443-4-2/3-3 Security Level 2
or UL 2900 Security Level 2 or the equivalent level associated with 11.2(4)

(4) For all wired or wireless internet facing interfaces or publicly accessible networks,
ANSI/ISA/IEC 62443-4-2/2-3 Security Level 3 or UL 2900 Security Level 3 or the
equivalent level associated with 11.2(4)
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A.11.3   

In general, there could be overlap in what this section requires and the end user’s IT
department’s requirements. That overlap could require additional coordination in the case
of Class N networks or internet communications, as IT departments could have more
stringent requirements and certifications than listed in this Code. In those instances, IT
compliance beyond this Code could be required for the owner.

An example of a Security Level 1 (SL1) system consists of a fire alarm system with
notification appliances and initiating devices that are connected using a proprietary protocol
two-wire interface and that is not connected to the internet.

An example of a Security Level 2 (SL2) system consists of a signaling system with devices
connected to a control unit using internet protocol communications on a dedicated network
that do not connect to the internet.

An example of a Security Level 3 (SL3) system consists of internet gateway module for off-
premises transmission of signals from a fire alarm system with notification appliances and
initiating devices that are connected using a proprietary protocol two-wire interface. In this
case the gateway is SL3, and the remainder of the system is SL1.

11.4*   Interconnecting Conductors, Cables, or Other Physical Pathways.

Interconnecting conductors, cables, or other physical pathways for use in Security Level 2 or
higher applications in locations accessible to the public shall be protected by metal raceways
or metal armored cables.

A.11.4   

An assumption is often made that attacks are launched remotely from the internet.
However, there are many examples of attackers gaining access to a facility to enable an
attack. For example, a system that has no networking capability, with only a RS-232 serial
port can be connected to an RS-232-to-Ethernet adapter. This could be intended benignly,
as a way of enabling remote monitoring or remote service, but it is a risk that should be
considered nonetheless.

The protection by metal raceways or metal armored cables of interconnecting conductors,
cables, or other physical pathways is also recommended for use in Security Level 1
applications. For improved physical security in systems where control units and data
access points are not installed in restricted areas, using security tamper switches to
produce a tamper signal for notification when an enclosure is opened should be
considered. Tamper resistant fasteners can be employed on junction box covers to provide
additional physical protection.

11.5*   Unused Physical Data Ports.

All unused physical data ports shall be protected by at least one of the following:

(1) Physically protected from unauthorized access

(2) Administratively disabled

(3) Configured to require a token-based authentication, certificate-based authentication,
password, or other method that is consistent with the security requirements of the
system
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A.11.5   

There might be data that a life safety system(s) maintains that could be considered
confidential. It is necessary to protect information that could be used to aid in compromising
a system(s) — for example, information such as online documentation that reveals system
maintenance status, locations and IP addresses of devices, wiring information, network
switch port numbers, riser information, cabling pathways, encryption keys, or user
credentials. If compromised, all could be used to attack the life safety system or other
connected systems. Different types of cybersecurity attacks attempt to compromise user
and system accounts, especially privileged accounts. It is common industry practice to find
networkable devices that have limited account management, use common account names
and passwords (e.g., admin , password ), and are configured with built-in accounts that
have no individual users (requiring multiple users to share passwords), no levels of access
(effectively making any access privileged access), no ability to apply permissions based on
the user’s job functions, no ability to disable specific accounts (necessary when users
change jobs), and no centralized management of these accounts (accounts might be
isolated to specific devices and must be managed one device at a time). These devices
rely upon specific actions to change these parameters that could occur without being
known to the system owners. This should be considered when selecting security levels for
various elements of the system.

11.6*   Data Connections to External Networks.

When any data connection is made from the system to an external network, the connection
shall be protected by a gateway or firewall that ensures that only trusted traffic is allowed to
pass.

A.11.6   

Figure A.11.6  depicts system typical firewall/gateway operation. Such functionality, when
deployed, could take the form of physical hardware, firmware, or both. The firewall/gateway
might be physically integrated into the control unit, as shown in the integrated control unit
graphic, or a separate device/service that interacts with the control unit, as shown in the
nonintegrated control unit.

Figure A.11.6 System Typical Firewall/Gateway Operation.

11.7   Network Connectable Equipment Cybersecurity-Related Updates.
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11.7.1   

At least quarterly, the equipment manufacturer(s) shall do the following until the equipment is
no longer supported by the manufacturer:

(1) Evaluate all relevant cybersecurity threats

(2) Determine if a software update is required to maintain the cybersecurity level achieved
in compliance with Section 11.2

11.7.2   

The system installer shall provide the name and contact information of the system owner or
their representative to the equipment manufacturer(s) at the time of system acceptance
testing.

11.7.3*   

The equipment manufacturer(s) shall notify the system owner or their representative of all
required software security updates required to maintain the cybersecurity level achieved in
compliance with Sections 11.2 , 11.3 , and 11.4 .

A.11.7.3   

As security vulnerabilities are discovered, existing systems could be affected. It is important
for manufacturers to provide solutions when vulnerabilities are discovered. Likewise, it is
important to carefully manage the update and patch management infrastructure to ensure
that corrections are available, have not been modified or spoofed, and are applied
successfully.

11.7.4   

Software for network connectable devices shall be maintained by installing software security
updates as required by the equipment manufacturer(s) to maintain the cybersecurity level
achieved in compliance with Sections 11.2 , 11.3 , and 11.4 .

11.7.5   

Software security updates that are deemed necessary by the equipment manufacturer(s) for
compliance with Section 11.3  shall be installed at least annually.

11.7.6   

Cybersecurity-related only software updates applied to barrier gateways or firewalls that do
not affect the system site-specific or system executive software shall not be required to
comply with 14.4.2 .

11.7.7   

Cybersecurity-related only software changes to systems or system components shall be
permitted to be made by remote access in accordance with Chapter 23 .

11.8   Notification of Termination of Cybersecurity Update Support.

The manufacturer shall notify the system owner or their representative of the termination of
software cybersecurity-related software update support required by Section 11.7  for any
element of the system.

11.9   Cybersecurity for System Support Tools.

A system support tool and the support tool interfaces shall comply with the requirements of
Sections 11.2  through 11.8 .

11.10   Evidence of Compliance.
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11.10.1   

Evidence of cybersecurity compliance shall include one or more of the following:

(1) Certification of compliance by a Nationally Recognized Testing Laboratory

(2) Manufacturer certification for the specific type and brand of system provided by the
manufacturer

(3) An assessment or certification program acceptable to the authority having jurisdiction

11.10.2   

The validity of cybersecurity certificates shall be verified annually by the person testing the
system.

11.11   Documentation.

The standards used and security levels employed in complying with Chapter 11  shall be
identified in the system documentation required by Chapter 7 .
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Their report lists gaps that include: 


*Configuration 



–Interconnection of external systems (call centers, service providers) could allow for
unauthorized activity if those external systems are not secure. 



-Interconnection with other building systems with no access/restriction to prevent
unintended communications. 



-If one interconnected system is compromised and life safety is connected, it would be
safe to assume that all are compromised. 


*Implementation 



-Systems that have remote access for maintenance or monitoring could introduce
vulnerabilities if not properly implemented. 



-Using secure gateways and configuring devices with only the necessary communication
mechanisms can reduce exposure. 



-The use of insecure wireless devices, or lack of wireless device authentication can be a
weakness. 
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*Security 



-Complexity of cybersecurity threats and solutions are increasing, making systems more
vulnerable to highly sophisticated arson (terrorist) attacks, industrial espionage, and
insider threats. Because of this, it is becoming more difficult to defend against these
attacks and new solutions need to be implemented. 


*Access 



-Weak logical and physical access to 3rd party networks and systems. 



-Easy to implant hardware or software devices into environment 



The revised chapter addresses the above gaps by requiring industry accepted
cybersecurity practices.
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First Revision No. 5042-NFPA 72-2022 [ Section No. A.7.3.2 ]

A.7.3.2  
 

Design (layout) documents should contain information related to the system that could include
specifications, shop drawings, input/output matrix sequence of operation , battery calculations,
notification appliance voltage drop calculations for visual notification appliances and
loudspeakers, and product technical data sheets.

Design (layout) documents could include such items as preliminary plans issued as guidance
and direction, risk analysis, emergency response plan, or a combination of these.

Deviations from requirements of governing laws, codes, standards, or preliminary plan
requirements specified by an engineer should be clearly identified and documented as such.

Documentation of equivalency, where applicable, should be provided in accordance with
Section 1.5 and be included with the record drawings.

It is the intent that existing systems that are altered should have design (layout) documents
prepared that are applicable only to the portion(s) of the system being altered.
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A.7.3.6  
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The Risk Analysis Checklist in Figure A.7.3.6 is not mandatory, but it can be used to initiate
the thought process for identifying hazards in a facility. System risk analysis as described for
technological events should at a minimum qualitatively identify risks, likelihoods, impacts and
consequences, controls, countermeasures, and mitigations for the following:

(1) Account management, including default passwords; user account management; privileged
account management; system, service, and operating system accounts; authentication
and authorization; multifactor authentication; session limitations; and access failed
attempt retry rates and limits, including account timeouts and lockout settings

(2) Personally identifiable information (PII) maintained by the system

(3) Data that might be considered confidential in nature such as floor plans, system wiring, IP
addresses and ports, or diagnostic information

(4) Logging and audit trail management and access

(5) Software bill of materials (SBOM) as it relates to third- party code modules, libraries,
open-source software (OSS), and commercial off-the-shelf (COTS) software

(6) Software and firmware development methodologies and known system code
vulnerabilities, including deployed encryption methodologies

(7) Update and patch management

(8) Known cybersecurity vulnerabilities inherent to or affecting the system

(9) Configuration management

(10) Known or expected external system threats, including risks associated with malware,
open communications ports, and configuration

(11) Potential insider threats due to intentional or unintentional access privilege abuse or
leakage

(12) Common controls such as firewalls

(13) Components hosted on any non-life-safety dedicated equipment, such as shared use
computers or the cloud

(14) System monitoring capabilities, including monitoring for integrity, monitoring of system
components and assets, and system status monitoring

(15) System communication pathway vulnerabilities, including physical and wireless pathway
susceptibility to disconnection, interception and insertion of data, and jamming

Figure A.7.3.6 Risk Analysis Checklist.
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Committee
Statement:

 This keeps the risk analysis documentation in one location in this code and expands on
current technological analysis to incorporate cybersecurity risks/threats.
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A.11.1.1  
 

Cybersecurity is not required for every system or application; it is only required when other
sections of this Code, authorities, or regulations mandate that cybersecurity be incorporated
into the system(s). Generally, there are greater cybersecurity concerns when systems are
connected to external networks.

Cybersecurity recommendations are contained in Annex J.
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First Revision No. 5195-NFPA 72-2022 [ Chapter J ]

J-deleted  Guidelines for Cybersecurity-DELETED

This annex is not a part of the requirements of this NFPA document but is included for
informational purposes only.

J.1   Introduction.

NFPA 72  contains requirements for fire alarm and emergency communications systems that
can be impacted by cybersecurity threats. Coordination of cybersecurity frameworks to
protect the functions of systems is essential in order to prevent unwanted impacts on the
system. Where the system would need to interface with the internet or other systems, it
would make sense to provide a secure firewall or gateway. In any case, protection from
cybersecurity threats is essential.

The Technical Committee has determined that, in lieu of establishing requirements in
Chapter  11  on cybersecurity at this time, it is appropriate to provide such guidance and
framework in this annex. This allows the industry and the public the ability to gain experience
with cybersecurity measures and provide constructive feedback for future editions of this
Code.

J.2   Cybersecurity Provisions.

Where cybersecurity provisions are required, manufacturers, system designers, system
installers, inspection personnel, testing personnel, and service technicians involved in the
design, installation, testing, and maintenance of cybersecurity provisions should provide
cybersecurity measures as outlined in this annex.

J.3   Cybersecurity Standards.

Systems should be designed, installed, and maintained in accordance with one or more of
the following cybersecurity standards:

ANSI/ISA/IEC-62443-4-2, Security for Industrial Automation and Control Systems,
Part 4-2: Technical Security Requirements for IACS Components

NISTIR 8259, Foundational Cybersecurity Activities for IoT Device Manufacturers

NIST Framework for Improving Critical Infrastructure Cybersecurity

UL 2900-2-3, Software Cybersecurity for Network-Connectable Products Part 2-3:
Particular Requirements for Security and Life Signaling Systems

Other standard(s) or published documents acceptable to the authority having
jurisdiction

J.4   Evidence of Compliance.

Evidence of cybersecurity compliance should include one or more of the following:

Certification of compliance by a nationally recognized test laboratory

Manufacturer certification for the specific type and brand of system provided

An assessment or certification program acceptable to the authority having jurisdiction

J.5   Documentation.

All system-related documentation associated with the use of the selected standard(s) is
included as part of the system documentation required by Chapter  7 .

J.6   Cybersecurity Certificate Maintenance.
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J.6.1   Certificate Validation.

Where a system is provided with a cybersecurity certificate document as evidence of
compliance, the validity of the certificate should be checked annually.

J.6.2   Cybersecurity Software Revisions.

Software changes made only for cybersecurity purposes to firewalls or barrier gateways
should not require the functional test of the system that is otherwise required by 14.4.2.4
and 14.4.2.5  where all the following are true:

The changes do not affect the function of the executive or site-specific software.

The integrity of the software update installed in the firewall or barrier gateway is verified
to ensure complete and intact software delivery.

The software is digitally signed by the manufacturer.

The digital signature of the software is verified prior to execution by the system or
system components using secure signing keys.

Figure J.6.2  depicts system typical firewall/gateway operation. Such functionality is not
mandated but when deployed might take the form of physical hardware, firmware, or a
combination of both. The firewall/gateway might be physically integrated into the control unit
as shown in the integrated control unit graphic, or a separate device/service that interacts
with the control unit as shown in the nonintegrated control unit. If the firewall/gateway is
segmented from the executive firmware and site-specific software and if security software
changes to the firewall/gateway are made, these changes should not require system
retesting. If changes are made in a firewall/gateway that is not segmented from the executive
firmware and site-specific software, the system should be retested.

Figure J.6.2 System Typical Firewall/Gateway Operation.

J.6.3   Remote Software Changes.

Software changes to systems or system components made only for cybersecurity purposes
should be permitted to be made by remote access in accordance with Chapter  23 .
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Committee
Statement:
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Chapter 11 and Annex A.
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First Revision No. 5206-NFPA 72-2022 [ Chapter K ]

Annex J  Informational References

J.1  Referenced Publications.

The documents or portions thereof listed in this annex are referenced within the informational
sections of this Code and are not part of the requirements of this document unless also listed
in Chapter 2 for other reasons.
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J.1.1  NFPA Publications.

National Fire Protection Association, 1 Batterymarch Park, Quincy, MA 02169-7471.

NFPA 3, Standard for Commissioning of Fire Protection and Life Safety Systems, 2021 2024
edition.

NFPA 4, Standard for Integrated Fire Protection and Life Safety System Testing, 2021 2024
edition.

NFPA 10, Standard for Portable Fire Extinguishers, 2022 edition.

NFPA 13, Standard for the Installation of Sprinkler Systems, 2022 2025  edition.

NFPA 70®, National Electrical Code®, 2020 2023  edition.

NFPA 72E, Standard for Automatic Fire Detectors, 1984 edition.

NFPA 80, Standard for Fire Doors and Other Opening Protectives, 2022 2025  edition.

NFPA 90A, Standard for the Installation of Air-Conditioning and Ventilating Systems,
2021 2024  edition.

NFPA 90B, Standard for the Installation of Warm Air Heating and Air-Conditioning Systems,
2021 2024  edition.

NFPA 92, Standard for Smoke Control Systems, 2021 2024  edition.

NFPA 101®, Life Safety Code®, 2021 2024  edition.

NFPA 105, Standard for Smoke Door Assemblies and Other Opening Protectives, 2022 2025
edition.

NFPA 111, Standard on Stored Electrical Energy Emergency and Standby Power Systems,
2022 2025  edition.

NFPA 170, Standard for Fire Safety and Emergency Symbols, 2021 2024  edition.

NFPA 551, Guide for the Evaluation of Fire Risk Assessments, 2019 2022  edition.

NFPA 730, Guide for Premises Security, 2020 2023  edition.

NFPA 855, Standard for the Installation of Stationary Energy Storage Systems, 2020 2023
edition.

NFPA 909, Code for the Protection of Cultural Resource Properties — Museums, Libraries,
and Places of Worship, 2021 edition.

NFPA 914, Code for Fire Protection of Historic Structures, 2019 2023  edition.

NFPA 1221 , Standard for the Installation, Maintenance, and Use of Emergency Services
Communications Systems , 2019 edition.

NFPA 1225 , Standard for Emergency Services Communications , 2022 edition.

NFPA 1600®, Standard on Continuity, Emergency, and Crisis Management, 2019 edition.

NFPA 5000®, Building Construction and Safety Code®, 2021 2024  edition.

Fire Protection Research Foundation, Elevator Messaging Strategies, 2011.

Fire Protection Research Foundation, Optimizing Fire Alarm Notification for High Risk Groups,
2007.

Fire Protection Research Foundation, Review of Alarm Technologies for Deaf and Hard of
Hearing Populations , August 2021.

Fire Protection Research Foundation (FPRF) Report, Development of a Technical Basis for
Carbon Monoxide Detector Siting, prepared by C. Beyler and D. Gottuk, 2007.

J.1.2  Other Publications.



10/12/22, 11:16 AM National Fire Protection Association Report

https://submittals.nfpa.org/TerraViewWeb/ViewerPage.jsp?id=72-2022.ditamap&toc=false&draft=true 53/65

J.1.2.1  ASA Publications.

Acoustical Society of America, 35 Pinelawn Road, Suite 114 E 1305 Walt Whitman Road,
Suite 110 , Melville, NY 11747-3177 4300 .

ANSI/ASA S3.2, Method for Measuring the Intelligibility of Speech Over Communications
Systems, 2009 (R2014) 2020 .

ANSI/ASA S3.41, Audible Emergency Evacuation (E2) and Evacuation Signals with
Relocation Instructions (ESRI), 2015.

J.1.2.2  ASME Publications.

American Society of Mechanical Engineers, Two Park Avenue, New York, NY 10016-5990.

ASME A17.1/CSA B44, Safety Code for Elevators and Escalators, 2019.

ASME A.‍17.2, Guide for Inspection of Elevators, Escalators, and Moving Walks, 2017 2020 .

J.1.2.3  FEMA Publications.

Federal Emergency Management Agency, U.S. Department of Homeland Security, 500 C
Street, SW, Washington, DC 20024.

FEMA Technical Bulletin, Outdoor Warning Systems, Version 2.0, January 2006.

J.1.2.4  FM Approvals LLC.

FM Approvals LLC, 1151 Boston-Providence Turnpike, P.O. Box 9102, Norwood, MA 02062.

FM Approval Standard 3210, Heat Detectors for Automatic Fire Alarm Signaling, 2018 2021 .

ANSI/ FM Approval Standard 3260, Radiant Energy-Sensing Fire Detectors for Automatic Fire
Alarm Signaling,2018 2021 .

J.1.2.5  IEC Publications.

International Electrotechnical Commission, 3 rue de Varembé, P.O. Box 131, CH-1211 Geneva
20, Switzerland. IEC documents are available through ANSI.

IEC 60268–16, Sound system equipment — Part 16: Objective rating of speech intelligibility by
speech transmission index,2011 2020 .

Keating, John P. and Loftus, Elizabeth F., “People Care in Fire Emergencies — Psychological
Aspects, 1975,” SFPE, 1975.

J.1.2.6  IEEE Standards Association Publications.

IEEE Operations Center , 3 Park Avenue, New York, NY 10016-5997. 445 Hoes Lane,
Piscataway, NJ 08854-4141

IEEE 485, Recommended Practice for Sizing Lead-Acid Batteries for Stationary Applications,
2010 2020 .

IEEE 1188, Recommended Practice for Maintenance, Testing, and Replacement of Valve-
Regulated Lead-Acid (VRLA) Batteries for Stationary Applications, 2005 (R2010).

IEEE 802.3, Standard for Information Technology — Telecommunications and Information
Exchange Between Systems — Local and Metropolitan Area Networks — Specific
Requirements — Part 3, 2006 2018 .

IEEE 802.3bt™, IEEE Standard for Ethernet, Amendment 2: Physical Layer and Management
Parameters for Power over Ethernet over 4 pairs, 2018.

J.1.2.7  IES Publications.

Illuminating Engineering Society of North America, 120 Wall Street, 17th floor, New York, NY
10005.

Lighting Handbook Reference and Application, 2011.
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J.1.2.8  ISA Publications.

International Society of Automation, 67 T.W. Alexander Drive, PO Box 12277, Research
Triangle Park, NC 27709. 3252 S. Miami Boulevard, #102, Durham, NC 27703.

ANSI/ISA 62443, Security for Industrial Automation and Control Systems Series, 2019 2020 .

ANSI /ISA/IEC-62443-4-2, Security for Industrial Automation and Control Systems, Part 4-2:
Technical Security Requirements for IACS Components , 2019.

J.1.2.9  ISO Publications.

International Organization for Standardization, ISO Central Secretariat, BIBC II, Chemin de
Blandonnet 8, CP 401, 1214 Vernier, Geneva, Switzerland.

ISO 7240-19, Fire detection and alarm systems — Part 19: Design, installation,
commissioning, and service of sound systems for emergency purposes, 2007 (R2018).

ISO 8201, Alarm systems — Audible emergency evacuation signal — Requirements , 2017.

ISO/IEC 14763-3, Informational technology — Implementation and operation of customer
premises cabling — Part 3: Testing of optical fibre cabling, 2014.

J.1.2.10  NEMA Publications.

National Electrical Manufacturers Association, 1300 North 17th Street, Suite 900, Arlington, VA
22209.

NEMA SB-7, Applications Guide for Carbon Monoxide Alarms and Detectors, 2018.

ANSI/NEMA SB-40, Communications Systems for Life Safety in Schools, 2015.

NEMA SB-50, Emergency Communications Audio Intelligibility Applications Guide,
2014 2021 .

J.1.2.11  NIST Publications.

National Institute of Standards and Technology, 100 Bureau Drive, Stop 1070, Gaithersburg,
MD 20899-1070.

Kuligowski, Erica D., NIST Technical Note 1779, General Guidance on Emergency
Communications Strategies for Buildings, February 2013.
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J.2.1  ASTM Publications.

ASTM International, 100 Barr Harbor Drive, P.O. Box C700, West Conshohocken, PA 19428-
2959.

ASTM E2292, Standard Guide for Field Investigation of Carbon Monoxide Poisoning Incidents,
2014 2021 .

J.2.2  EPRI Publications.

Electric Power Research Institute, 3420 Hillview Avenue, Palo Alto, CA 94304.

Technical Report 1002925, Stationary Battery Monitoring by Internal Ohmic Measurement,
2002.

Technical Report 1006757, Stationary Battery Guide; Design, Application, and Maintenance,
2002.

J.2.3  IMSA Publications.

International Municipal Signal Association, 165 East Union Street, Newark, NY 14513-0539.

IMSA Official Wire and Cable Specifications Manual, 2012.

J.2.4  NFPA Publications.

National Fire Protection Association, 1 Batterymarch Park, Quincy, MA 02169-7471.

NFPA 1192, Standard on Recreational Vehicles, 2021 edition.

J.2.5  UL Publications.

Underwriters Laboratories Inc., 333 Pfingsten Road, Northbrook, IL 60062-2096.

UL 1973, Batteries for Use in Light Electric Rail (LER) Applications and Stationary
Applications, 1st 3rd  edition, 2013, revised 2016 2022 .

UL 2054, Household and Commercial Batteries, 2nd edition, 2004, revised 2011 2021 .

UL 2075, Gas and Vapor Detectors and Sensors, 2013, revised 2017 2021 .

UL 9540, Outline of Investigation for Energy Storage Systems and Equipment, 1st edition,
2016.

J.2.6  Other Publications.

Keating, John P. and Loftus, Elizabeth F., “People Care in Fire Emergencies — Psychological
Aspects, 1975,” SFPE, 1975.

Stone, W. Electromagnetic Attenuation in Construction Materials, National Institute of
Standards and Technology, NISTIR 6055, 1997.

J.3  References for Extracts in Informational Sections.

NFPA 70®, National Electrical Code®, 2020 2023  edition.

NFPA 92B, Smoke Management Systems in Malls, Atria, and Large Spaces, 1995 edition
(withdrawn).

NFPA 101®, Life Safety Code®, 2021 2024  edition.

NFPA 1221 , Standard for the Installation, Maintenance, and Use of Emergency Services
Communications Systems , 2019 edition.

NFPA 1225 , Standard for Emergency Services Communications , 2022 edition.
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